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DETAILED ACTION 

1 . Claims 1-27 are presented for examination. 

Priority 

2. The effective filing date for the subject matter in the pending claims in this 
application is 02/05/2002. 

Drawings 

3. The Examiner contends that the drawings submitted on 02/05/2002 are 
acceptable for examination proceedings. 

Claim Rejections - 35 USC § 102 

4. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the Invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
states. 

(e) the invention was described In (1) an application for patent, published under section 122(b), by another 
filed in the United States before the invention by the applicant for patent or (2) a patent granted on an 
application for patent by another filed In the United States before the invention by the applicant for patent, 
except that an international application filed under the treaty defined in section 351(a) shall have the effects 
for purposes of this subsection of an application filed in the United States only if the international application 
designated the United States and was published under Article 21 (2) of such treaty in the English language. 

5. Claims 1-3, 5, 7, 14, 15, 18, 20, 21 , 24, and 26 are rejected under 35 
U.S.C. 102(b) as being anticipated by Sheymov et al. (PCT Application WO 0070458 
published 11/23/2000, hereinafter Sheymov). 

6. As per claim 1 , Sheymov discloses a method for securing packet-based 
communications comprising (page 3, lines 1-3: securing network communications: page 

7. lines 22-24: packet based): receiving a stream comprising a plurality of packets, all of 



Application/Control Number: 10/072,069 Page 3 

Art Unit: 2154 

the packets having an original destination address and an original source address; and 
for each of the packets (page 7, lines 20-24: packet has original destination address; 
page 16, lines 1-5: packets have source address), changing the original destination 
address to a selected one of a plurality of modified destination addresses assigned to a 
remote device (Fig. 1, item 14: remote device; page 7, lines 15-18: changing destination 
address), wherein each of the selected modified destination addresses is resolvable by 
the remote device to the original destination address (page 7. lines 25-28). 

7. As per claim 2, Sheymov discloses the method of claim 1 , wherein, except for a 
first one of the packets, each of the packets is changed to a different one of the 
modified destination addresses than a preceding one of the packets (page 9, lines 20- 
23). 

8. As per claim 3, Sheymov discloses the method of claim 3, wherein, wherein no 
more than ten consecutive packets in the stream are changed to an identical one of the 
modified destination addresses (page 9, lines 20-23: frequency is selectable and can be 
increased up to the point where every packet consecutive packet has a different 
address). 

9. As per claim 5, Sheymov discloses the method of claim 1 , further comprising 
randomly selecting the modified destination address for the packet from a range of 
available destination addresses for the remote device (page 4, lines 18-20: address 
selected from table of addresses; page 4, lines 13-15: random address changes). 

10. As per claim 7, Sheymov discloses the method of claim 1 , wherein the original 
destination address comprises an internet protocol address and a port, and the modified 
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destination address for the packet comprises a modified internet protocol address and a 
modified port (page 8. lines 21-26).. 

11. As per claims 14, 15, and 18, claims 14, 15, and 18 are rejected for the same 
reasons as claims 1 , 2, and 7 respectively. 

12. As per claims 20, 21 , and 24, claims 20. 21 , and 24 are rejected for the same 
reasons as claims 1 , 2, and 7 respectively. 

13. As per claim 26, claim 26 is rejected for the same reasons as claim 1 . 

14. Claims 10-13 are rejected under 35 U.S.C. 102(e) as being anticipated by 
Munger et al. (US Published Application 2004/00031 16, hereinafter Munger). 

1 5. As per claim 10, Munger discloses a method for securing packet-based 
communications comprising: negotiating translation parameters for a communication 
stream with a remote device, the translation parameters comprising an original 
destination address, a plurality of available destination addresses, and an algorithm 
(Paragraph 0112; send SSYN packet first including destination address, response 
includes parameters for synchronizing algorithm to translate addresses; Paragraph 
01 17 exchanging algorithm between session participants); determining a modified 
destination address from among the available destination addresses according to the 
algorithm (Paragraphs 0108-0109); receiving a packet having the modified destination 
address (Paragraph 01 10); and changing the packet to have the original destination 
address (Paragraph 001 1 ). 

16. As per claim 1 1 , Munger discloses the method of claim 10, wherein: the 
translation parameters further comprise an original source address and a plurality of 



Application/Control Number: 10/072,069 Page 5 

Art Unit: 2154 

available source addresses; and further comprising: determining a modified source 
address from among the available source addresses according to the algorithm 
(Paragraphs 0023 and 0108-0109). 

1 7. As per claim 12, Munger discloses the method of claim the method of claim 1 1 , 
the packet further having the modified source address, the method further comprising 
changing the packet to have the original source address (Paragraph 001 1 ). 

18. As per claim 13, Munger discloses the method of claim 10, wherein the algorithm 
comprises a hopping pattern that dictates how to select from among the available 
destination addresses (Paragraph 0023). 

Claim Rejections - 35 USC § 103 

19. The following is a quotation of 35 U.S.C. 103(a) which fomis the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

20. Claims 4, 6, 9, 16, 17, 19, 22, 23, 25, and 27 are rejected under 35 U.S.C. 103(a) 
as being unpatentable over Sheymov et al. (PCT Application WO 0070458 published 

1 1/23/2000, hereinafter Sheymov) in view of Munger et al. (US Published Application 
2004/00031 1 6, hereinafter Munger). 

21 . As per claim 4, Sheymov teaches the method substantially as described in claim 
1 , but does not explicitly teach for each of the packets, changing the original source 
address to a selected one of a plurality of modified source addresses, wherein each of 
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the selected modified source addresses is resolvable by the remote device to the 
original source address. 

22. Munger teaches changing the original source address to a selected one of a 
plurality of modified source addresses, wherein each of the selected modified source 
addresses is resolvable by the remote device to the original source address 
(Paragraphs 0023 and 0108). 

23. It would have been obvious to one of ordinary skill In this art at the time the 
invention was made to combine the teaching of Sheymov and Munger because they 
both with providing network security by varying IP addresses of packets. Furthermore, 
the teaching of Munger to modify the method taught by Sheymov to change the source 
address as well as the destination address would increase security of the traffic in the 
network by disguising both directions of traffic between nodes (See Munger, 
Paragraphs 0020 and 0021 ). 

24. As per claim 6, Sheymov teaches the method substantially as described in claim 
1 , but fails to teach the method further comprising selecting the modified destination 
address for the packet from a range of available destination addresses for the remote 
device based on a hopping pattern. 

25. Munger teaches selecting the modified destination address for the packet from a 
range of available destination addresses for the remote device based on a hopping 
pattern (Paragraph 0023). 

26. It would have been obvious to one of ordinary skill in this art at the time the 
invention was made to combine the teaching of Sheymov and Munger because they 
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both with providing network security by varying IP addresses of packets. Furthermore, 
the teaching of Munger to modify the method taught by Sheymov to select the modified 
destination address for the packet from a range of available destination addresses for 
the remote device based on a hopping pattern would provide increased security for 
communications of packets by changing routes making it difficult for an interloper to 
intercept the multiple packets of a message (See Munger, Paragraph 0050). 

27. As per claim 9, Sheymov teaches the method substantially as described in claim, 
but fails to explicitly teach detecting initiation of the stream; identifying the remote 
device based upon the original destination address; and negotiating translation 
parameters for the stream with the remote device, the translation parameters 
comprising an algorithm dictating how to select from among the modified destination 
addresses. 

28. Munger teaches a method for establishing secure packet communications 
including detecting the initiation of the stream, identifying the remote device based upon 
the original destination address; and negotiating translation parameters for the stream 
of with the remote device, the translation parameters comprising an algorithm dictating 
how to select from among the modified destination addresses (Paragraph 01 12; send 
SSYN packet first including destination address, response includes parameters for 
synchronizing algorithm to translate addresses). 

29. It would have been obvious to one of ordinary skill in this art at the time the 
invention was made to combine the teaching of Sheymov and Munger because they 
both with providing network security by varying IP addresses of packets. Furthermore, 
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the teaching of IVIunger to modify the method taught by Sheymov to detect an initial 
packet, identify the destination and negotiate address translation because that would 
increase the difficulty for an interloper to predict the sequence of destination address 
thus providing increased security for communications of packets by changing routes 
making It difficult for an Interloper to Intercept the multiple packets of a message (See 
Munger, Paragraph 0050). 

30. As per claims 16, and 1 7, claims 16 and 1 7 are rejected for the same reasons as 
claims 4 and 6 respectively. 

31 . As per claims 19 and 25, claims 19 and 25 are rejected for the same reasons as 
claim 9 above. 

32. As per claims 22 and 23. claims 22 and 23 are rejected for the same reasons as 
claims 4 and 6 respectively. 

33. As per claim 27, Sheymov teaches a method for securing packet-based 
communications consisting of a stream of packets all of the packets having an original 
destination address and an original source address (page 7, lines 20-24: packet has 
original destination address; page 16, lines 1-5: packets have source address) 
comprising: selecting one of the modified destination addresses from among a plurality 
of modified destination addresses according to an algorithm (page 9, lines 20-23: 
changing coordinates by previous arrangement; Claim 5: pseudo random generator plus 
seed used to select modified destination address) and changing the original destination 
address to the selected modified destination address (Fig. 1, item 14: remote device; 
page 7, lines 15-18: changing destination address), wherein each of the selected 
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modified destination addresses is resolvable by the remote device to the original 
destination address (page 7, lines 25-28) and wherein, except for a first one of the 
packets, each of the packets is changed to a different one of the modified destination 
addresses than a preceding one of the packets (page 9, lines 20-23). 

34. Sheymov fails to explicitly teach detecting the initiation of the communication 
stream; identifying a remote device based upon the original destination address; and 
negotiating translation parameters for the communication stream with the remote 
device, the translation parameters comprising an algorithm dictating how to select from 
among a plurality of modified destination addresses; 

35. Munger teaches a method for establishing secure packet communications 
including detecting the Initiation of the stream, identifying the remote device based upon 
the original destination address; and negotiating translation parameters for the stream 
of with the remote device, the translation parameters comprising an algorithm dictating 
how to select from among the modified destination addresses (Paragraph 01 12; send 
SSYN packet first including destination address, response includes parameters for 
synchronizing algorithm to translate addresses). 

36. It would have been obvious to one of ordinary skill in this art at the time the 
invention was made to combine the teaching of Sheymov and Munger because they 
both with providing network security by varying IP addresses of packets. Furthermore, 
the teaching of Munger to modify the method taught by Sheymov to detect an initial 
packet, identify the destination and negotiate address translation because that would 
increase the difficulty for an interloper to predict the sequence of destination address 
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thus providing increased security for communications of packets by clianging routes 
mal<ing it difficult for an interloper to intercept the multiple packets of a message (See 
Munger, Paragraph 0050). 

37. Claim 8 is rejected under 35 U.S.C. 103(a) as being unpatentable over Sheymov 
et al. (PCT Application WO 0070458 published 1 1/23/2000, hereinafter Sheymov) in 
view of Challener et al. (US Published Application 2002/0091941. hereinafter 
Challener). 

38. As per claim 8, Sheymov does not explicitly teach the method of claim 1 , wherein 
the stream comprises an internet protocol based voice communication session. 
Sheymov does describe the use of Internet protocol based communication systems 
(page 3, lines 10-11; page 4, lines 5-6). 

39. Challener teaches an IP based voice communication system transferring packets 
over the Internet (Paragraph 0008). 

40. It would have been obvious to one of ordinary skill in this art at the time the 
invention was made to combine the teaching of Sheymov and Challener because they 
both with providing secure communications over an IP network. Furthermore, the 
teaching of Challener to modify the system taught by Sheymov to accommodate 
internet based voice communication sessions would provide a very economical method 
of supplying voice communications between stations (See Challener Paragraph 0003) 
while providing security against interception of the communication session (See 
Sheymov, page 3, lines 16-20). 
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Conclusion 

41 . The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. The following patents and publications are cited to further show 
the state of the art with respect to "Address hopping of packet-based communications". 

i, US 6,523,068 Beser et al. Voice over IP network with 
disguised destination address 

ii. US 2003/0069981 Trovato Changing destination addresses 
for packet based traffic 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Isaac R Clark whose telephone number is (571)272- 
3961. The examiner can normally be reached on Monday-Friday 8:00am-4:30pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, John A Follansbee can be reached on (571)272-3964. The fax phone 
number for the organization where this application or proceeding is assigned is 703- 
872-9306. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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